Creating a BitLocker Encrypted Flash Drive in Windows 10

Copy the discovery to the flash drive.
Use File Explorer to locate the flash drive.
Right-click on the flash drive and click on Turn on BitLocker.
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Choose Use a password to unlock the drive and create a unique password by entering a
password in both fields. Do not use the same password for multiple clients. Click Next.
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Choose how you want to unlock this drive

B Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbaols,

Enter your password ssssssssense

Reenter your password sesssssssss

[CJUse my smart card to unlock the drive

You'll need to insert your smart card. The smart card PIM will be required when you unlock the drive.




5. Click on Save to a file, browse to the client folder, click Save, then click Next.
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How do you want to back up your recovery key?

o Some settings are managed by your system administrator.

If you forget your password or lose your smart card, you can use your recovery key to access your drive.

— Save to a file

—> Print the recovery key

6. Choose the first option — Encrypt used disk space only (faster and best for new PCs
and drives) then click Next.
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Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

© Encrypt used disk space only (faster and best for new PCs and drives)

() Encrypt entire drive (slower but best for PCs and drives already in use)




7. Choose the second option — Compatible mode (best for drives that can be moved from
this device) then click Next.
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Choose which encryption mode to use

Windows 10 (Version 1311) intreduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is not compatible with clder versions of Windows.

If this is a remowvable drive that you're going to use on older version of Windows, you should choose
Compatible mode,

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511} or later, you should choose the new encryption mode

(") New encryption mode (best for fixed drives on this device)

0 Compatible mode (best for drives that can be moved from this device)

8. Click on Start encrypting. Do not remove the flash drive until you see Encryption is
complete. This could take some time. 5GB of data could take up to 20-25 minutes to
encrypt.



